A low probability of intercept (LPI) communication system based on structured radio beams using machine learning is proposed. Information symbols can be physically encrypted on the structured radio beam realized by superposition of plane spiral orbital angular momentum (PS-OAM) modes. Performance of decryptor based on support vector machine (SVM) is analyzed. The accuracy achieves higher than 99.5%, which is much better than the interceptor based on k-means. The influence of the deflection angle, number of receiver array elements and the time delay of interceptor are further analyzed. Simulation results shows that the LPI scheme can achieve security communication within practical SNR range.
I. INTRODUCTION
Orbital angular momentum (OAM) describes the beam vorticity of the electromagnetic wave by exp(−jlφ), where l denotes different OAM modes, and all its integer values constitute a complete set of eigen-modes for electromagnetic wave in azimuthal domain. OAM was first found in optical domain [1] , and has been considered as a new dimension of wireless transmission as well as the intrinsic property of electromagnetic wave. Although the OAM applications in optical domain involves many fields such as imaging and communication [2] , the explorations of applications in radio domain encounter obstacles due to the serious beam divergence, which make it impratical to receive the whole angular aperture in far-field [3] . The plane spiral OAM (PS-OAM) is a novel form of OAM radio wave which propagates along the traverse plane instead of the axial direction, thus avoiding the singularity along the propagation path and ensuring the consistency of radiation pattern for different PS-OAM modes [4] .
Beam steering is a common technique currently required in many applications. For example, biasing the varactors capacitance can be used to steer beams for multiple rectangular The associate editor coordinating the review of this manuscript and approving it for publication was Miltiadis Lytras . patch antenna arrays with gain enhancement [5] . As for structured radio beams, beam scanning can be easily realized by adjusting the initial phase difference of each grouping mode, during which the beam pattern remains constant [6] . By grouping different PS-OAM modes, radio beams carrying rich structured information can be subtly controlled [7] . For groups with fixed OAM modes interval, increasing the number of modes can narrow the mainlobe, while increasing the absolute mode values can yield drastic phase changes. The rich intensity and phase information and the easy controllability of beam scanning enable structured radio beams a potential way for secure communication in physical layer.
Physical layer security technology uses the spatial redundancy of wireless channel to improve the communication security, which can be directly combined with other signal encryption methods [8] . Smart antenna method [9] can produce zero notch at specific directions to reduce the SNR received by interceptor. Methods of adding artificial noise orthogonal to the receiving channel [10] or randomly selecting collaborately designed antenna combinations [11] can make the signal distinguishable to the legitimate receiver, but highly random and complex to the interceptor. The beamforming technique used by all the methods above can be compactly realized by structured radio beams, which possess the characteristics of high gain, narrow mainlobe and complex intensity and phase distribution.
In this paper, we propose a low probability of intercept (LPI) communication scheme based on structured radio beams using machine learning methods. To the best of our knowledge, this is the first attempt to use OAM in the radio domain for secure communications. At the transmitter side, the information is modulated by the combinations of PS-OAM modes. At the receiver side, the signal is sampled and further fed into the demodulator for recovering the original information.
Compared with the traditional OAM shift keying (OAM-SK) scheme in the optical domain [12] , the multimodes grouping scheme makes the structured beam based communication system more controllable and flexible with higher modes utilization ratio. Compared with the traditional signal processing method, the machine learning based method greatly simplifies the demodulation process due to its black box property, and even achieve better accuracy with its strong fitting ability [13] . Support vector machine (SVM) [14] as one of effective supervised learning method [15] is used by modulator to evaluate the communication performance, while the intercept performance is analyzed by k-means [16] , which is a non-supervised learning method [17] clustering by measuring the similarity between data. Moreover, the influence of the deflection angle δθ, number of receiver array elements M and the time delay of interceptor on system security are further analyzed. Simulation experiments show that the LPI communication system based on structured radio beam can achieve security communication within practical SNR range under different conditions.
II. THEORY A. ENCRYPTION
Due to the diversity of intensity and phase distribution in the mainlobe of structured radio beams, elaborately designed groups of PS-OAM modes can be regarded as a promising encryption scheme for LPI communication. The pattern of structured beam remains constant during beam scanning [18] , which makes it feasible to use less receivers to obtain the mainlobe information through sampling within a certain time window. The diagram illustrating the encryptor based on structured radio beam is shown in Fig. 1(a) .
The encryption process can be represented by (1) . S denotes the one-hot L-bit symbol, which is a sparse 2 L -length vector with 1 only in one position and others 0. V is the modes grouping vocabulary of 8 × 2 L dimensional matrix. The operation matmul() represents matrix multiplication and G represents the encoded modes group corresponding to the message symbol. For larger vocabulary and message sets, matmul() can be simply replaced by the lookup() operation, retrieving a value from memory instead of undergoing an expensive computation, to avoid the inefficiencies of sparse matrix multiplication.
To obtain narrow beams, each group should contains enough number of modes [18] , at least 5 modes out of 8 in our case (l ∈ {1, 2, 3, 4, 5, 6, 7, 8}). To avoid using groups with similar beam patterns, the modes selection scheme based on Euclidean distance between sampled signal is carried out to obtain the low conflict modes grouping vocabulary. By iteratively removing the most similar modes combinations, the probability of similar pattern conflicts decreases, At the transmitter side, the beamforming process can be represented in (2),
where A is the amplitude, l denotes the OAM mode, G denotes the modes group and ϕ denotes the azimuth. The generated structured radio beam (ϕ) can be easily controlled and scanned by adjusting the initial phases ϕ 0 of different mode components.
B. DECRYPTION
The encryption process based on physical layer can be reverse engineered through a specific end-to-end scheme to realize information decryption. At the receiving side, M-array receiver samples the mainlobe K times during beam scanning, and then converts the M × K dimensional data matrix into a 2MK dimensional vector, which is shown in the data sequentialization pipeline in Fig. 1(c) . After that, the serialized data is fed into the model to make classification and finally recover the original symbol. The supervised multi-classificaion model in machine learning can be used as the decryptor to restore symbols from the high-dimensional space. In order to learn necessary prior knowledge for classification, the model is offline trained on the symbol-to-vector dataset using cross validation [19] , which can reduce overfitting for small dataset. The grid search method is used for searching hyperparameter [20] in training process. The whole training process is shown in Fig. 1(b) . Firstly, the training data are fed into the inital model to get the output and calculate the loss error. Then, the model parameters are updated to reduce the loss error. After that, the first two steps are repeated over the whole training set to obtain the global approximate optimal parameters for the current model. Next, multiple groups of hyperparameters are set for the model, and the steps above are repeated over the whole validation set. Finally, fine-tuned models with different hyperparameters are compared, and the model with the best accuracy will be selected as the decryptor for our communication system. SVM is a representative machine learning method suitable for small dataset classification tasks [14] . It maps the inner products between data to another space through the kernel function, and then maximizes the distance between the support vectors to find the best partition plane. The kernel trick can well project the linear inseparable data into the space suitable for the model to make classification. As is shown in (3), the training target is to minimize the sum of the reciprocal of the interval distance and the regular term given the tolerant error. ω is the model parameters, C is the regularization factor, N is the number of training samples, and y i , x i and ξ i are the label, data vector and the tolerant error for the ith training sample, respectively.
This constrained optimization problem can be further transformed into its dual problem by Lagrange equations so that the model parameters can be optimized itertively by the sequential minimal optimization algorithm [21] . In addition, the ovr (one vs. rest) strategy [22] can transform the binary naive SVM models into a multi-classification model by training multiple one-to-others models in parallel and majority voting. Since the learning process is only affected by the support vectors, the disturbance of most irrelevant samples does not affect the classification results, which reduces the computation costs and makes SVM have excellent generalization performance. Fig. 1(d) shows one of the possible interception scenario in LPI communication system. Without prior knowledge, the interceptor can only samples the beam in some directions during communication and attempts to distinguish them after collecting enough data. This data accumulation process brings time delay to the interceptor, while the offline training process guarantees the legal receiver to decrypt the information in real time. K-means is an unsupervised learning method which can clustering unlabeled data by Euclidean distance. It first randomly select k samples as centers of clusters, and then classifies each unlabeled sample to the nearest cluster, updates the new centers, and finally itertively repeats those steps above until the centers change no more. Assuming that the interceptor knows exactly the number of symbol categories and is capable of mapping each cluster of data to the correct category, the clustering results of k-means will be the upper limit of the intercept performance.
C. INTERCEPTION

D. PERFORMANCE EVALUATION
The encryption scheme and beamforming process of the communication system are based on the physical layer, which directly modulate the message symbols into structured radio beams in the space. The physical layer-based encryption scheme is compatible with different source encryption schemes on the upper layer, and can leverage the channel environment and noise as extra factors to improve its communication security [23] . Reliability and security are two key indicators of secure communication systems, which can be measured by the communication accuracy A C and interception accuracy A I , respectively. In order to evaluate performance of the LPI communication system, series of simulation experiments were carried out on A C , A I and other relevant factors.
III. NUMERICAL SIMULATIONS AND RESULTS
A. DESCRIPTION OF SIMULATION SYSTEM
Numerical simulations of LPI communication system based on structured radio beam follow the process illustrated in Fig. 1 . The vocabulary V maps 16 4-bit symbols to 16 different groups, and the intensity and phase distributions of the groups selected in our simulations are shown in Fig. 2(d) and Fig. 2(e) , respectively. For example, message of ''0010-1100'' is successively mapped into L 0010 = {1, 3, 4, 5, 6, 7, 8} and L 1100 = {2, 4, 6, 7, 8}, where L symbol represents the group of PS-OAM modes corresponding to the symbol selected.
In order to evaluate the influence of SNR, sampling number K, receiving array number M, deflection angle δθ and time delay on system reliability and security, series of controlled simulation experiments are conducted. δθ denotes the deflection angle of interceptor from the direction of receiver, which is shown in the Fig. 1(d) . The beam scanning range is set to [−35 • , 35 • ]. In the training process, each symbol generates 100 vectors, and the total 1600 vectors are randomly split into training set and validation set according to the ratio of 4:1 for cross validation. In order to improve statistical reliability, a larger test set with 16000 samples is produced to evaluate the performance of the LPI communication system.
The offline training process includes three stages: data sequentialization pipeline, single model training and the most time-consuming cross-validation (searching optimal hyperparameter), which takes up 80% of the total time. The time complexity of training can be expressed by (4),
where both the data sequentialization time T pipeline and single model training time T train are linearly related to the number of samples, and N C , N γ , N kernel denote the numbers of regularization factor, fitting ability coefficient and the kernel function used for hyperparameter searching, respectively. As we can see, the total time complexity T total is only linear to the data amount when the hyperparameter search range is determined. Iterating on the training set of 1600 samples for 10 epochs, the training process takes approximately 40 min in a personal computer with Intel Core i5-7400 CPU and 8.00 GB RAM. In the communication stage, the receiver can achieve almost real-time demodulation, while the interceptor have to make a compromise between the time delay and the intercept accuracy affected by the amount of data accumulated.
B. RESULTS AND DISCUSSION
The sequentialization process in Fig. 1(c) shows that the data dimension D ( D = MK ) reflects the integrity of the beam information and is a major factor affecting communication accuracy A C and intercept accuracy A I . Fig. 3(a) shows the performance comparison of SVM based receiver and k-means based interceptor on the dataset K-point sampled by M-array receiver where MK is 4, 8, 16 and 32, respectively. As for the receiver, the A C remains robust through the entire SNR range. Large data dimension MK yields to high A C , and the A C surpasses 99.5% when SNR is less than 18dB and MK larger than 8. As for interceptor, the A I decrease almost linearly with the SNR, and surpasses 80% only at extremely high SNR.
When SNR is less than 25dB, the the A I is below 75%, which is far lower than the communication accuracy. In addition, due to the misleading calculation of global distance directly in high dimensional space [24] , A I with MK equals to 4 or 8 is higher than that equals to 16 or 32, which makes increasing the data dimension one of the measures to further increase system security.
Considering the practical situation that the interceptor tends to appears in the position deviating from the direction of receiver, it can only obtain information of partial mainlobe and additional sidelobe information with an offset. Fig. 3(b) shows the intercept accuracy of k-means in different directions (δθ = 0 • , 10 • , 20 • , 30 • , 40 • , 50 • ) on the dataset K-point sampled by single receiver where M is 1 and K is 4, 8, 16 and 32, respectively. For low dimensional data (MK = 4, 8), the A I first decreases with the increase of δθ due to the deterioration of SNR, and then slightly increases again when reaching the new sidelobe with relatively good SNR. On the contrary, for high dimensional data (MK equals to 16 or 32), the A I tends to increase with δθ and then remains unchanged, which is because the δθ breaks the beam symmetry and brings additional discrimination information for high dimensional data. Nevertheless, in the practical SNR range, A I is always lower than 70%, which ensures the communication safety for receiver when interceptor appears in different directions.
In the case that the receiving array are equally spaced within the same angle range, in order to obtain D-dimensional data (D = MK ), increasing the array number M can not only increase the communication rate by reducing sampling number K, but also reduce the scanning angle by θ = θ 0
where θ 0 is the total angle range and θ is the scanning angle for M-array receiver. In this way, the beam information obtained by interceptor is reduced and thus improving the communication security. Fig. 3(c) shows the A C and A I with different K and M where D (D = MK ) equals to 1, 2, 4, 8, 12, 16, 32, 64 and 128, respectively. The SNR is set to 18dB. A C increases with M and K. As for interceptor, in the case of same M, A I with medium MK values (eq. 8 or 4) outperforms the others, which is consistent with the results shown in Fig. 3(a) . In addition, the contours of A I with MK equals to 8 and 16 indicate that, although the data dimension MK remains constant, large M reduces the scanning angle, thereby reducing the interception performance.
Lacking of prior knowledge, the k-means used by interceptor makes classification by measuring the similarity of a set of data, which will be influenced by the size of dataset received. Fig. 3(d) shows the impact of received data amount (or regarded as the time delay) on intercept performance under different K where SNR is 18dB. The A I first increases with the increase of data received, and then stop rising when the data amount exceeds 8000. On the contrary, benefiting from the prior information acquired through offline learning, the receiver is capable of both maintaining high A C and demodulating each segment of received signal in real time. This modulation time difference between receiver and interceptor makes it possible to further improve the system security by regularly key updating and offline re-learning.
In addition, comparative experiments are conducted to study the advantages of structured radio beams based scheme to the scheme using single PS-OAM modes. For single mode based scheme, 8 kinds of messages are encoded by l = 1, . . . , 8, respectively. For structured radio beams based scheme, 8 mode groups are selected from 93 groups using the distance matrix method described in Fig. 2 . The single mode scheme can only produce circular uniform beams, losing the SNR gain brought by beamforming process. The communication accuracy and biased (δθ = 30 • ) intercept accuracy are shown in Fig. 4(a) and Fig. 4(b) for structured beams based and single mode based schemes, respectively. At the same noise power, the communication accuracy of single mode scheme is much lower than that of structured radio beams based scheme. Without beamforming, the equivalent SNR of single mode scheme is less than that of the other, and the circular uniform intensity greatly reduces the difference between different messages. On the other hand, when SNR is less than 21dB, the intercept accuracy of single mode scheme is higher than that of structured radio beams based scheme. Even though the interceptor is in the position deviating from the receiver's direction, the signal quality did not deteriorate due to the circular uniform distribution of intensity. The comparison results show that the grouping scheme can not only improve the utilization rate of OAM modes, but also improve the reliability and security of the system through beamforming technique.
This structured radio beam-based LPI communication scheme provides possibilities for some application scenarios. In the same communication stage, the relative positions of transmitter and receiver remains unchanged, and the channel environment maintains relatively stable compared with the training phase regardless of channel complexity. However, due to the different prior information obtained from offline training in different communication stages, the relative positions and channel environment can be completely changed according to the practical situation. In this way, not only does the communication system become relatively flexible, but the re-learning mechanism can further enhance the communication security.
IV. CONCLUSION
In this paper, we propose an LPI communication scheme by mapping symbols to different structured radio beams which are realized by grouping the PS-OAM waves. Owing to the directional beam and rich phase distribution of the structured radio waves, the physical layer encryption is achieved successfully. Compared with the traditional OAM-SK, the concentrated beams provide extra gain and space isolation between the decryptor and inteceptor, which guarantees the LPI communication. Demodulator based on SVM achieves communication accuracy A C of over 99.5% within the practical SNR range. Simulation results show that the intercept accuracy A i based on k-means clustering method is far lower than 75% at different directions. Increasing the number of equally spaced receiving array M can not only improve the A C by increasing data dimension, but also reduce the A I by decreasing the range of scanning. Moreover, due to the time delay of the interceptor, updating keys regularly provides stronger security performance for the structured radio beam-based LPI communication system. The abundant intensity and phase properties of structured radio beams provide the physical basis for signal encryption, while the end-toend property of machine learning greatly simplify the process of decryption and signal processing. In future works, other receiving and interception methods will be explored and the influence of communication channels on system stability will be further analyzed.
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